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The Problem Episode I
The Phantom Account Creation Menace
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Manual & repetitive
Users are often created manually. 
This is a tedious & repetitive task. 

Inconsistency
HR data is often no aligned with the 
data within IT systems. IT teams 
must get informed about changes to 
HR data.

Weak processes
Processes are often unstructured 
and lack ownership. 

The Problem – What we see & experience



The Problem
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The Solution
Connecting your HR system to your directory



The Solution - Introduction

User 
Provisioning -
Overview

 By connecting the HR platform to Active Directory / 
Entra ID, the HR system becomes the leading
system when it comes to specific user attributes. 

 This requires a high involvement of HR during the
project phase and the later operation. 

 HR data and Active Directory Data must be
reviewed and aligned. 

 Joiner / Mover / Leaver processes of HR and IT must
be aligned and documented. 

Onboard the user into the directory 

when the user joins or start working 

with Contoso

HR System



The Solution: Option 1

User Provisioning – Cloud HR to Entra ID

Microsoft 

Entra ID

Microsoft Entra 

ID provisioning 

Service
Inbound user 

provisioning

Attribute Writeback



The Solution: Option 2

User Provisioning – Cloud HR to Active Directory

Microsoft 

Entra ID

Microsoft Entra ID 

provisioning Service Inbound user 

provisioning

Attribute Writeback

Active
Directory

Entra Connect 
Provisioning 

Agent

Entra ID 
Connect



The solution: The struggle?



The Solution: API Driven Provisioning

Scenario 1

Any source of truth /

system of record /
HR system

export

CSV extracts

OR

SQ L database

data read Integration built by IT teams

using any automation tool
(e.g., PowerShell / Azure Logic Apps)

HTTP POST
Bulk Request

Scenario 2

HR Vendors / ISV's
Event-based / periodic sync Native connector shipped by

HR ISVs to automatically
keep identity data in sync

HTTP POST
Bulk Request

Microsoft Entra ID
provisioning Api

Scenario 3

Regional HR ISVs /
Legacy HR Platforms

HR Connector (Data read) System integrator-built

connectors to sync identity data
from any system of record

HTTP POST
Bulk Request

Azure AD
Provisioning
Service

Cloud-only 
users

Hybrid users

AADConnect 
/
Cloud Sync

Active Directory
on-premises

Pu
sh

Pu
ll

ID
M



HR Tool
Attributes get 
defined directly 
within the HR Tool. 

Entra Provisioning API
IT Administrators map the 
received values from the 
Provisioning API to AD & 
Entra Attributes

Entra ID Connect
IT Administrators map the attributes 
from AD to Entra ID fields

Where Attributes get defined
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User creations 
Users get created once they are 
configured in the HR Tool and meet 
the Provisioning Scope settings

User Updates 
Once User attributes are changed 
within the HR system, the 
corresponding user object gets 
updated upon the next sync cycle. 

User deletions 
User provisioning doesn’t delete objects if they 
no longer exist within the HR system.

What Entra ID User Provisioning takes care of



Pilot
Start piloting your implementation

Ownership
Define Ownership over the different processes for and edge 
cases. 

Attributes
Define which attributes you require and where they are 
coming from.

Data cleansing
Ensure data within your HR System & AD is aligned and 
cleansed.

Actions you should take before implementation



But what about licensing?

Last but not least?



The Solution: Licensing



The Solution



The Solution: SCIM

Provisioning API

User List
SCIM Envelope

POST: API2AAD.<tid>.<ref>/bulkUpload
SynchronizationData-User.Upload

{

"schemas": [

"urn:ietf:params:scim:api:messages:2.0:BulkRequest"

],

"Operations": [

{

"bulkId": "edec5717-af82-4ef6-9057-0adcf450322f",

"data": {},

"method": "POST",

"path": "/Users"

}

],

"failOnErrors": true

}

"name": {

"familyName": "Connery",

"givenName": "Sean"

},

"nickName": "588301",

"phoneNumbers": [

{

"type": "mobile",

"value": "44207946001"

}

]

SCIM: System for Cross-domain Identity Management



Inside the provisioning API

The Solution: SCIM + Transforms

Provisioning 
API endpoint

[Scoping]

Transforms

Provisioning

Matching
AD

Entra



Transforms?
{

"schemas": [

"urn:ietf:params:scim:api:messages:2.0:Error"

],

"detail": "Invalid data!",

"status": 400,

"scimType": "invalidSyntax",

"errors": {

"urn:ietf:params:scim:schemas:core:2.0:User:userName": [

"The urn:ietf:params:scim:schemas:core:2.0: user:user name field is required."

],

"urn:ietf:params:scim:schemas:core:2.0:User:emails": [

"The urn:ietf:params:scim:schemas:core:2.0: user:emails field is required."

]

}

}



The Solution: SCIM + Transforms

{

"schemas": [

"urn:ietf:params:scim:api:messages:2.0:Error"

],

"detail": "Invalid data!",

"status": 400,

"scimType": "invalidSyntax",

"errors": {

"urn:ietf:params:scim:schemas:core:2.0:User:userName": [

"The urn:ietf:params:scim:schemas:core:2.0: user:user name field is required."

],

"urn:ietf:params:scim:schemas:core:2.0:User:emails": [

"The urn:ietf:params:scim:schemas:core:2.0: user:emails field is required."

]

}

}



Transformations
Never ever manage the accountEnabled status



Transformations
Just provide it while provisioning the user initially.



Provisioning logs

Trace details via provisioning logs



Demo inbound provisioning
Seeing the magic at work and behind the curtain

https://github.com/nicolonsky/Entra.IDGOV.PoC
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Matching Attribute
No match: duplicates, deletes and chaos

Special Characters

Ä,Ö,Ü must be replaced with custom logic.

Uniqueness
Unique e-mails and UPNs must be taken care of

Uniqueness with multiple instances
Multiple instances of the provisioning APIs do not 
handle conflicts and provisioning will fail!

Multi Divisions & Domains
Different cases are difficult to cover and maintain 
with if, else and the expression logic.

User Provisioning != Lifecycle
Access Management, Outbound Privisioning, 
Credential Provisioning, Lifecycle Management 
are no covered.

Pitfalls Episode I



Want to learn more about Lifecycle management? 

Wednesday 16.09 
09:50 – 10:50
Halle 36.3



The Problem Episode II
Attack of the Cloned Permissions



The Problem Part II
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Non-Governed Process
“New hire requires the same access as Employee 
XYZ”

Manual Work for IT
Third party tools are not integrated with Entra ID. Leading to 
manual work to create accounts in other systems.

Time is money
It can take days until new hires have received their 
required permissions, costing the company money

The Problem Part II – What we see



Configure Provisioning 
If the application supports 
outbound provisioning, you can 
automatically create User / Groups 
within 3rd party apps

Require User assignment 
Assign users and groups to the 
Enterprise app to govern Access

Manage Group Membership
Build Access Packages for users to 
get added to the Enterprise Apps.

The Solution – Outbound Provisioning



Find apps that support outbound provisioning

pwsh ./Invoke-SCIMGalleryAppReport.ps1



The Solution – Access Packages

Govern the whole access lifecycle for groups, apps, directory roles via Access Packages.



Auto Assign Access Packages*
Automatically assign Access packages based on Entra User 
attributes

Let Managers request Access for users*

Let Managers request access for their reporters. 

Let Users request Access Packages
Let users request dedicated access using the MyAccess 
portal.

Define Access packages
Define which Access Packages you require within your 
environment. 

Access Package recommended approach

* Requires an Entra Identity Governance licensing



Demo outbound provisioning
Seeing the magic at work and behind the curtain
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SaaS App Penalty
SSO / Provisioning features are often behind a pay 
wall: https://sso.tax/

Sync Scope
Ensure that the sync scope is configured to only 
assigned users and groups

Nested Groups
Members of a nested group are not provisioned to 
the third party app. 

Group Claims

Use immutable identifiers and not display names.

SCIM Token
Ensure that SCIM Tokens / Credentials are 
monitored and renewed on time. 

SCIM ≠ SCIM
There are different SCIM standards and the implementation 
might not be the same for every third-party application. 

Troubleshooting can be challenging. 

Pitfalls Episode II

https://sso.tax/


Cool but what about On-premise groups?



Entitlement Management

The Entra ID Provisioning Agent can be used to write-back groups 
from Entra ID to on-premise Active Directory. 
Entra ID becomes the master for managing those groups. 

Important: Only 1 target OU is supported at the moment!



Summary 
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Connect your HR 
System to your 

Identity Platform

Automatically 
provision and 
update user 

attributes

Connect Entra ID to Third Party 
Apps for outbound provisioning

Reduce Manual Work for IT departments 
& strengthen processes

Govern Access to 
Applications using 
Access Packages

Summary



Call to action

nicolonsky/Entra.IDGOV.PoC: 
Microsoft Entra Identity 
Governane PoC

https://github.com/nicolonsky/Entra.IDGOV.PoC/tree/main
https://github.com/nicolonsky/Entra.IDGOV.PoC/tree/main
https://github.com/nicolonsky/Entra.IDGOV.PoC/tree/main
https://github.com/nicolonsky/Entra.IDGOV.PoC/tree/main
https://github.com/nicolonsky/Entra.IDGOV.PoC/tree/main
https://github.com/nicolonsky/Entra.IDGOV.PoC/tree/main
https://github.com/nicolonsky/Entra.IDGOV.PoC/tree/main


GOLD SPONSORS

SILVER SPONSORS

PLATINUM SPONSORS

Thank you to our sponsors!







Download the app and 
never miss any updates

We appreciate
your feedback!

GET IT ON

Google Play Store
Download on the

App Store
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